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Weak passwords no longer permitted
Convenience opens the door to spammers

We've all encountered security setups where the password is
required to be a minimum length, usually six or more
characters, and also a mix of letters and numbers. Many
people consider this a hassle, since those kinds of
passwords can be harder to remember.

At OCS we've always promoted the use of email
passwords that are hard to guess. When customers call for
whatever reason, we have an automated system that alerts
us if they're on our "weak password" list, and we encourage
them to change it. When time permits we sometimes phone
these customers and explain the situation.

This list currently includes around a hundred customers, and it recently
became clear that time has finally run out to manage this on an individual or
voluntary basis. Why? Because spammers have started using more
sophisticated methods to scan the Internet in search of email addresses
with weak passwords, which they can then exploit.

Here's how this commonly happens. While the computers of OCS
subscribers are relatively free of viruses, those of the global public at large
are not. Many are infected with viruses that scan for email addresses and
then use them to send spam masqueraded as the owner of that computer.

We recently discovered a new trick they're up to. They retrieve all of these
email addresses, and then use automated scripts to test each one for
access options at its home domain via webmail, trying easy-to-guess
passwords. If they succeed, they then hijack that address and use it to
broadcast spam.

The first major problem this causes is probably obvious. The unsuspecting
owner of the address starts receiving all kinds of nasty notes demanding
that they stop sending spam! That can certainly be a huge inconvenience for
the unfortunate individual, but there's even more to it.

Virtually all responsible ISP email services, including OCS, will block
incoming email that is obviously spam. But unlike OCS, some do not bother
to identify only the alleged perpetrator and they block mail from the entire
domain. Therefore, if for example only one or two addresses at OCS have
been hijacked in this manner, all mail from any address at any domain
assigned to our mail servers will be blocked as a domain that permits spam.

This happened briefly, earlier this week. Four addresses with weak
passwords were successfully guessed, and then used via webmail to
broadcast spam. We have all of the resulting blocks at other ISPs lifted, and
the affected addresses on our system have changed their passwords.

In view of this new attack and because of its potential to affect everyone,
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we've had no choice but to accelerate our normal voluntary process of
changing weak passwords. We've therefore modified the email password for
all accounts which were considered vulnerable, and wel'll no longer be able to
allow new accounts to select a weak password.

A weak password is one that's probably easy to remember,
but also very easy to guess. The most common examples
include using the word "password" as the password, or the
same name as the address - like "john@somedomain.com"
with "john" as the password.

If you've been using a weak password, you may find that you
can't access your email. We're attempting to contact as many
of these customers as possible, but that often involves leaving
voice mail messages and can take some time. So if you're
having a problem like this, just phone our office and we'll be
happy to assist you. You'll be able to either use the new and more secure
password we've assigned to your account, or you can set it to something else
if you wish as long as it meets the new "hard to guess" requirement.
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Richgrove computer lab opens
Completes deployment of grant project

VolP companies in trouble

Third largest VoIP service provider SunRocket declared a surprise bankruptcy in
July, then closed operations in August. Now, Vonage has been handed a huge
defeat in rulings on patent infringement brought first by Sprint and then Verizon.
Its stock is trading at less than a dollar, after an IPO at $17 just over a year ago.

So what's happening? Is VolP going bust, or succumbing only to the
traditional big players? Not at all, VoIP is one of the most significant new
services available over the Internet and it's here to stay.

Without regard to the Vonage case (which they will appeal again), that
company and others like it were a mile wide and an inch deep. VolP was their
only product, much of that was outsourced, and they were selling service
below their cost in order to gain customers.

In stark contrast, OCS has depth in our wide range of services, our pricing is
fair but not designed to undercut the company, and our open source technol-

District Supervisor Connie Conway
officially “cut the ribbon” on
Richgrove's new community
=al computer lab in a ceremony on
September 14, 2007.

The lab completes the deploy-
I ment of a USDA/RUS grant project
awarded to OCS in September
2003. OCS worked closely with the
Richgrove Utility Services District to
implement construction of the new
lab, installation of 28 networked

Vista computers, and the provision-
ing of high-speed wireless service
to the lab and to the community of
Richgrove.

Two years of free service will now

ogy is not vulnerable to lawsuits. Call us for more information!

Stuck in a contract? 3
Show us your binding paperwork and we may
waive up to $100 from your OCS startup costs...

be provided to the lab, and normal
OCS service plans will be made
available to local residents and
businesses. Given that no broad-
band of any kind was previously
available in Richgrove, this new service brings a significant new advantage to
the small rural community!

Fan IMail "OCS has fabulous service!” -F/MH

“Your service is so fast. | can't believe | spent two years
with [another local wireless service]l” -KS

“OCS is the best service l've ever had.” -FH

Help us celebrate! OCS turned 25 in February, the company was
started in a home office in 1982. We've had our 25-year logo
printed on a selection of glassware as gifts for our customers,
please stop by the office and choose yours! We have mugs in
three colors, tall mixing (pint) glasses, and etched wine glasses.
While they last, imit two per customer!

I Didn’t Know That!

OCS provides "A-to-Z"
computer technology
services:

e Complete computer
service and repair shop
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